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Symmetric Key Distribution

e How to negotiate secret keys between users?
o Problem: scalability (one key for every pair of users)

o Impractical with lots of users
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Group Key

e Idea: one group key
o Adding new user: send key to new user
o Remove user: re-distribute new group key

o Each user is fully trusted, key disclosure fatal for all
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Key Distribution Center

e ldea: trusted key distribution center (KDC)
o Negotiate master key between user and KDC

o KDC creates on demand session key between
Alice/Bob

o Encrypt session key with and

KDC creates session key
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Key Distribution Center (2)

e KDC does not need to communicate with Bob

o Piggyback session key for Bob over Alice‘s messages

o After key establishment, mutual authentication
is needed

o Prevent replay attacks with nonce and timestamp
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Key Distribution Center (3)

o With a KDC, we can implement authentication
and authorization of users or clients

o KDC checks: is the user allowed to access a service?

o e.g. Kerberos: KDC creates session tickets

e Use case: single sign-on (centralized user login)

KDC Service
> [
X

Service

T
DEUS 1 SSEBNU RG w



Public-Key Infrastructure

e Use a public-key infrastructure

o Each user has a private/public key pair

e Problem: how to distribute public keys?

e Save public keys on a trusted directory server

o Problem: bottleneck, scalability

l 7

Directory with all public keys
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Public-Key Infrastructure (2)

e Distribute public keys directly between users
e How to authenticate public keys?

e Web of trust: transitive trust between users

o Somebody you know attests the authenticity of
somebody else and signs their public key

Dave's public key
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Bob's public key Bob
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Public-Key Infrastructure (3)

e Authority: centralized trust

o One (or a couple) of authorities attest the authenticity
and sign public keys of all (or many) users

e Trusted authority issues certificate to Bob
o Contains public key of Bob, signed by authority

Alice knows authority key
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Public-Key Infrastructure (4)

e Alice has a list of trusted certificate authorities

o Certificates contain long-term keys

o Bob‘s certificate is valid for months or years

o Benefit: little interaction with authority required

Alice knows authority key
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X.509

e X.509 is a standard for digital certificates

Currently v3 L Version

Unique number (per authority) P Serial number

Algorithm type and optional parameters, e.g.: 7 Signature algorithm
sha256WithRSAEnNcryption

_ Issuer name
ecdsa-with-SHA256 Certificate authority i:
Validity period

Valid time of this certificate f

Subject name

Owner and public Subject public key
key of certificate B

Issuer unique 1D

optional - Subject unique ID

Extensions

Signature by authority, Certificate signature
valid only for this certificate
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Example Certificate for Secure Email

Certificate ﬁ

General |De13ils I Certification Path r | ﬁ

Certificate
E Certificate Information m Detalls | Certification Path |
-
Certificate ﬁ
This certificate is intended for the following purpose(s) Shaow: l <All= - l
* Protects e-mail messages Details ot
» Proves your identity to a remote computer Field Value | s | | ik
*1,3.6.1.4.1.22177.300.1. 1.4
=] signature hash algerithm sha2s6 Show: [<N|> 'l
BIssuer caadmin@uni-duisburg-esse
D\l'alid from Montag, 8. Juni 2015 11:13 Field Yalue a
%Valid to Donnerstag, 7. Juni 2018 1 @Basic Constraints Subject Type=End Entity, Pat...
j it i P . 9
Issued to: Matthaeus Wander . SUbJEC Mtﬂnaeus \ander, Verteilty K.ey Usage Digital Signature, Non-Repudia. ..
= FUH'C key - RSA {48 Bits) - . @Enhanced Key Usage Client Authentication (1.3.6.1....
Cerhﬁcate Polides [1] Certificate Policy:Policy I Subject Key Identifier b2edeshT Th 13faO0F52 79 ... |
Issued by: Universitaet Duisburg-Essen CA -G01 JclRasic Canetraints Siihiert Turne =Fnd Frtite B @Auﬂﬂority Key Identifier KeyID=66 66 bc 96 9b 48 4d e ‘E ‘
30 82 01 Oz 02 B2 01 01 00 ab 99 2f do 3 Subject Alternative Mame RFCB22 Name=matthaeus.wa... [N
Valid from 2015- 06- 03 to 2018- 0&- 07 9b 7f a5 b7 20 b5 46 B6 3a a7 B8 30 29 (2| CRL Distribution Points [1]CRL Distribution Point: Distr...
16 b? 3e 60 27 9a d8 18 13 7f A7 94 78 m.ﬂu itharity Tnfarmatinn Arrese  M1AntHharity Tnfn Arceser Are S
‘? You have a private key that corresponds to this certificate. cB 2c 6f la fb 7c Oe 83 7a 97 3d 2b 91
9b 66 o5 58 7o 4f 58 2a 3o 72 54 3b Bf -
RFC322 M =matth, wand -due.d
bl de 9f 12 de c0 b3 ca aé cb 35 96 c2 ame=matihaeus. wander Guni-due. de
—— 83 el 68 63 98 38 15 68 18 ad f6 ad 4d
SSUEr 2181 b3 Se bo 00 7b 60 61 7a cd4 Gf Of £7 99
Learn mare ahout certificates 38 66 49 =0 <0 24 14 a3 B84 7d ba eb df
Edit Froperties. .. ] [ Copy tg
E Learn more about certificate detsils
Edit Properties. .. ] [ Copy to File. .. ]
[ Learn more about certificate details
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X.509 Certificate Authorities

Root CA SnakeOill

Intermediate CA !

Certificate =
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Root CA spy inc.

Intermediate CA L

Intermediate CA '

Certificate '

\3

o %

N

Intermediate CA '

Intermediate CA '

Certificate = Certificate L

=

Certificate =




X.509 Certificate Authorities

e Hierarchy of certificate authorities (CAs)
o Root CA certificates are installed on hosts
o Root CA signs intermediate CA

o Intermediate CA signs subject (e.g. user) certificate

e Each trusted CA (including intermediate) can
issue certificate for any subject

o With or without authorization of server owner

o No transparency about issued certificates
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(A few) Problems of X.509

e Name constraints suggested to restrict CAs
o e.g. issue certificate only below *.domain.tld

o Hardly supported by applications, i.e. ignored

o A few dozen root CAs shipped with operating
system and applications (e.g. web browsers)

o Managed primarily by vendors, not users

o CAs occasionally get hacked (DigiNotar, StartCom, ...)
or ignore security policies (e.g. backdated certificates)

o Withdrawing CA trust can impact thousands of users
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Suggested Solutions for X.509

e Certificate Transparency for CAs
o Standard for publishing a log of issued certificates
o Log is cryptographically secured

o Monitors and auditors check logs for correctness
o Certificate pinning in applications
o Hard-coded public keys or certificates in applications

o Application checks whether received certificate strictly
matches hard-coded certificate

o ... or whether it is issued by a hard-coded CA
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Certificate Revocation

e In case of a security mishap, certificates can be
revoked (declared as invalid)

o Various problems in practice, revocation often ignored

e CA publishes Certificate Revocation List (CRL)

o Flat list, does not scale

e Online Certificate Status Protocol (OCSP)
o Check revocation status via network request to CA
o Problems: reliability, downgrade attacks, privacy

o Mitigated by OCSP stapling: server appends cached
OCSP response to certificate
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Threat Model

e Where is the attacker located?

DEUS 1 SSEBNU RG



Protocol Layers
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Protocol Layers (2)

Communication between
application instances

Communication between two
processes on any hosts

Layer 3 Layer 3 H

Layer 2 Layer | communication between
two hosts in the Internet

Layer 1 Layer Cayer I

Layer 5

Communication
between two directly
connected computers

Physical connection
between devices
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Protocol Layers (3)

|

Layer(,»

Layer

Physical Layer Security

« Security realized by physics
Laye « Quantum cryptography

Layer 1

W
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Protocol L/ Data-Link Layer Security \

* Implemented by network I —
interface cards, switches, etc.
« WPA2
» Secure Wi-Fi
« PPP
* Home — ISP
 Virtual Private Network
 Inside a corporate network
PR : :

Layer 5

Layer 4
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Protocol Layers (5)
Network Layer Security [ W

« Security on the IP packet level
* Implemented by operating system and

Layer routers
 |[PSec

Layer

Layer 3

Layer 2

Layer 1
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Protocol

-

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Transport Layer Security )

Implemented by operating system
or by application

Works on top of Sockets

TLS, DTLS
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Protocol Layers (7)

Layer 5 Layer 5
Layer 4 Layer 4
Application Layer Security
Layer Layer 3

* Implemented by application
« Tailored towards application purpose
« S/MIME email security Layer 1

Layer :

Layer Layer 2
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System Model
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e Who talks with whom?

e Who is trusted?

e Who needs access to which data?

o Are the servers only for storage and communication?

o Or also for processing of our data?
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System Model (2)
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e Point-to-point security
o Secures communication link between two components
o Each component is trusted to comply with security
o Servers process plaintext messages

o In multi-hop communication, each link is independent
from the others (but all of them need to be securel)
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System Model (3)
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e End-to-end security

o Secures communication between two endpoints
o Only endpoints are trusted to comply with security

o Servers forward secure messages and see metadata,
but cannot tamper nor assist with the contents

o Usually harder to achieve than point-to-point security
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