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Heartbleed Bug

e Software bug in OpenSSL
o In implementation of the TLS Heartbeat extension

o Heartbleed is a software bug, not a broken protocol
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OpenSSL
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I sponsor OpenSSL | Purchase a Support Contract | Contract a Team Member | Our Sponsors
Title ] Why buy an
FAQ Welcome to the OpenSSL Project
A Aboit The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, full -featured. and Open toolkit as a
News Source toolkit implementing the Secure Sockets Laver (SSL v2/v3) and Transport Layver Security (TLS v1) black-box when
D : protocols as well as a full-strength general purpose cryptography library. The project is managed by a worldwide ~ YOU Can get an
community of volunteers that use the Internet to communicate, plan, and develop the OpenSSL toolkit and its omn
Source related documentation. one for
- ~|  OpenSSL is based on the excellent SSLeay library developed by Eric A. Young and Tim J. Hudson. The OpenSSL free [ ]
AP toolkit is licensed under an Apache-stvle licence, which basically means that vou are free to get and use it for

commercial and non-commercial purposes subject to some simple license conditions.

Date Newsflash
07-Apr-2014: Security Advisory: Heartbeat overflow issue.
07-Apr-2014: OpenSSL 1.0.1g is now available, including bug and security fixes

e Open source software library
o Provides crypto primitives (RSA, AES, SHA-T, ...)

o Provides TLS functionality to application
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Transport Layer Security (TLS) 1/2

* Online-Banking

Anmeldename oder . N \
i_&g'rtimﬂtiuns—lD: @ < Pr'Vate data > I
PIN: N

W/

e Application sends and receives private data
e Talk to the right server (authenticity)
e Encrypt data (confidentiality)

e Make sure data is not manipulated (integrity)
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Transport Layer Security (TLS) 2/2
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e Cryptographic network protocol
o TLS is what we use today over TCP
o SSL are old versions of TLS (deprecated, don‘t use)

o DTLS is an adaptation of TLS for connectionless
transports like UDP (rarely used)

e Extensible with new protocol features
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Heartbeat TLS Extension

o Keep-alive mechanism

o Heartbeat request/response (works like Ping)
o Specified in RFC 6520, Feb 2012

=

[ TLS/DTLS Handshake ]

W/

4

Heartbeat request

Heartbeat response

. W, A
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Use Cases

o Keep-alive
o NAT routers hold a state for TCP/UDP data flows

o Cheap routers quickly remove idle UDP flows

e Path MTU Discovery
o Max datagram size is unknown and limited

@ 2R 2R 2

N
o Send variable-sized Heartbeats to determine MTU

e Important for UDP-based DTLS
o Keep-alive can be useful for TCP-based TLS, too
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TLS Record Protocol

e Heartbeat messages are sent within TLS records

e ,Type" indicates Heartbeat or other message

o Skip unknown message types if not implemented

e ,Data” contains the actual Heartbeat message

Type Version (maj.) Version (min.) Length

Length

Data
(variable length, max 16 Kbytes)
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TLS Heartbeat Protocol 1/2

Type Payload length

Payload
(variable length, O to 16365 bytes)

Padding
(variable length, minimum 16 bytes)

o Type": Heartbeat message or response?

o Payload length®: length of payload field

o Length of padding is known from total record size

e Payload, padding: arbitrary data
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TLS Heartbeat Protocol 2/2

e Application can send any data as payload

o Receiver copies payload from request into response

1] 6 foobar (Padding)

Y . S

- - - -
6 ,foobar” (Padding)

7

e Padding is random data, not copied
o Variable-length padding for Path MTU Discovery
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OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL *s)
{

unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

/* Read type and payload length first */
hbtype = *p++;

n2s(p, payload);

pl = p;
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OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL
{

‘ks)

Pointer to data
field in TLS record

=z

unsigned char *p = &s->s3->rrec.data[0], *pl;

unsigned short hbtype;
unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

/* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

UNIVERSITAT
IJEUS 1 SSEBNU RG



OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL *s)
{

unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */
/* Read type and paylo
hbtype = *p++;'—==~'——J

| I |

Read Heartbeat type

n%s(p, payload); (and increment pointer)
pl = p;
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OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL *s)
{

unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

/* Read type and payload length first */
hbtype = *p++;
n2s(p, payload); < Read payload
pl = p; length
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OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL *s)
{

unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

/* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);

pl = p; -
Pointer to
] payload
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OpenSSL Implementation 1/2

int
tlsl_process_heartbeat(SSL *s)
{

unsigned char *p = &s->s3->rrec.datal[0], *pl;
unsigned short hbtype;

unsigned int payload;

unsigned int padding = 16; /* Use minimum padding */

/* Read type and payload length first */
hbtype = *p++;

n2s(p, payload);

pl = p;

[ No input
validation of
payload length
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus

: Initialize

* payload, plus padding

%/ output buffer
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate pemarv for the response, size is 1 bytes
* message t Pointer to payload length, plus
J_/paw oad, | gutput buffer

buffer = OPEN alloc(l + 2 + payload + padding);
bp = buffer;jz:‘ﬂr'

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/% Enter response type, length and copy payload */

*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp); Heartbeat
memcpy (bp, pl1, payload); response type
bp += payload;

/% Random padding */
RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;
s2n(payload, bp); =<' Write payload
memcpy (bp, pl, payload); | h

bp += payload; engt
/* Random padding */
RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */

*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp); Copy payload from

rlgemcpy(bpi p;, payload); input buffer to
p += payload;

/* Random padding */ output buffer

RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;
/* Random padding */ 2 Send output

RAND_pseudo_bytes(bp, padding); buffer

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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OpenSSL Implementation 2/2

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 bytes
* message type, plus 2 bytes payload length, plus
* payload, plus padding
7‘:/
buffer = OPENSSL_malloc(l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

RAND_pseudo_bytes(bp, padding);

r = ssl13_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + padding);
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Exploit

J

65535

foobar*
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Exploit
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Output buffer

S

I
: 1] 65535 | ,foobar" :
| >
Input buffer ! Length
\/ *pl —+—>fo0Obar

memcpy (bp, pl, payload);
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Virtual memory




Exploit
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Output buffer

S

memcpy (bp, pl, payload);
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Conclusion

e Heartbleed is a software bug in OpenSSL

o Buffer over-read beyond its boundary

e |In Heartbeat extension for TLS/DTLS
o Enabled by default in OpenSSL

o Affected millions of devices (clients and servers)
e Bug discovered after 2 years
e Cause: missing input validation

e Data transmitted over network is not trusted
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